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Summary

This study addresses the topic of cyber warfare and the transformations of power and conflict
in the international system, through an analytical approach to the conceptual and theoretical
framework of this phenomenon and a review of its contemporary applications—particularly
focusing on the Israeli-Iranian case between 2010 and 2025. The study seeks to understand
how digital domains have reshaped core concepts such as power, deterrence, and sovereignty,
and how they have influenced the structure of geopolitical conflict by employing advanced
.technologies including cyberattacks, artificial intelligence, and nuclear systems

The study is based on the fundamental premise that cyber warfare is no longer merely a
technical or intelligence activity, but has become a strategic dimension in international de-
terrence and conflict equations—especially in asymmetric rivalries, as exemplified by the
.conflict between Israel and Iran

A multi-level analytical and synthetic methodology was adopted, and the study was struc-
:tured into five main chapters

Chapter One: Examined the theoretical and conceptual foundations of cyber warfare, its
.characteristics, typologies, active actors, and legal limitations

Chapter Two: Explored the relationship between cyberspace and the evolving notions of
power and military deterrence, comparing how major global powers build and employ their
.cyber capabilities

Chapter Three: Focused on the growing convergence between artificial intelligence and the
nuclear field, highlighting their dual-use roles in intensifying conflicts, especially in the Is-
.raeli-Iranian context

Chapter Four: Analyzed the development of cyber infrastructures in both Israel and Iran,
and how they became central tools within their respective security doctrines and strategic
.policies

Chapter Five: Provided a chronological and applied analysis of the cyberattacks exchanged
between the two countries and assessed their implications for regional and international
.security

The study concludes that cyberspace has emerged as a new battlefield for inter-state conflict,
reshaping the dynamics of security and stability, while raising unprecedented legal and eth-
ical challenges. It underscores the urgent need for binding international legal frameworks
.to govern cyberspace and regulate state conduct to prevent escalation and digital disorder

Keywords: Cyber Warfare - Artificial Intelligence - Military Deterrence
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